


mlAG Deployment: Integrated Remote Security Delivery
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- Endpoint Policy Enforcement (NAC) - Comprehensive Logging and Reporting

Net-Gateway mIAG SSL / VPN Features

Highly Scalable Hardware and
Software, High Availability

Configuration Flexibility
SSL VPN portal

Logging and Reporting

Comprehensive Policy
Framework

Endpoint Compliance Checks

End-User Experience

Certificate Management

Extensive Remote Connectivity
Options

Comprehensive ISA Server
Firewall Foundation

Hardware Platforms with Mul-
tiple Choices

System Scalability and High Availability

Supports an unlimited number of users on a single edge access gateway. Scales linearly with up to 64 high-availability node configurations
thru 3 party software integration. High availability hardware configurations with hot swappable disks and power supplies.

Network Access Manageability
Standard configurations for widely-deployed enterprise applications, and extensive customization capabilities.
Endpoint policy enforcement and compliance checks.

Supports monitoring, logging, reporting for management and accounting.

Standard application access settings and endpoint policy configurations ensure minimal integration overhead and low ongoing
management costs. Supports Intelligent Application Toolkit and Template.

Network Access Policy

Endpoint policy allows administrators to define compliance checks according to standard variables including presence of security software
and IAG-specific components such as Attachment Wiper.

Delivers a standard SSL VPN portal and log in pages for easy set up and low administrative overhead. Supports comprehensive portal and
login page customization.

Built-in certificate authority enables administrators to grant a user a trusted endpoint certificate for a specific machine on request.

«Client/Server Connector provides out-of-the-box secure access to client/server applications including Microsoft Exchange, Lotus Notes
native client, Citrix, Microsoft Terminal Services, FTP and Telnet

*Multiple tunneling modes including Port Forwarding and Socket Forwarding

*Network Connector allows administrators to install, run and manage remote connections that give users full network-layer connectivity
over a virtual and security-enabled transparent connection and give users the same functionality they would have if they were connected
to the corporate network. Provides external users with a local IP address as if they are on the network, allowing for remote access to
corporate servers and complex systems such as file shares and internal databases over a secure network layer connection (shared
folders). The Network Connector Module tunnels  almost any IP-based protocol, enabling support for Voice over IP (VolP).

Provides full firewall functionality including packet filtering, stateful filtering, and application-layer filtering.

1u rackmount platforms with from 2-8GB RAM, 4-8 GigE/FE ports, Pentium dual core or multiple Xeon dual or quad core processors, single
or dual hot swappable power supplies, and dual disk drives, RAID, optional hot swappable drives.
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Forefront Remote Access SSL/VPN Appllances

Product Specifications

Models: mIAG (Product Spe

Deployment Type (Business / Enterprise) Small ‘Small, Medium Medium, Large Large Very Large
Recommended Named Users for Appnance (12 500 1,000 5,000 10,000 15,000
UAG Optimized Hardware Platiorm ** No Yes Yes Yes Yes Yes
Concurrent Users (Low Acl\v\ly Usage. <5 Apps) 300 600 1,200 2,500 5,000 7,500
Concurrent { Mediut ity Usage, 5-10 Apps) 200 400 800 1,500 3,000 5,000
Concurrent Users ( High Acll Usage 11-20 Apps) 100 50 300 700 1, 2,000
Concurrent Users ( Power Usage, 20+ Apps) 50 100 150 350 700 1,000
Burst Mode: Concurrent New User Login / Minute 90 90 100 125 200 350
Burst Mode: Concurrent New User Login < 3 minutes 250 250 250 300 500 1,000

High Availability (Built-In)

HA: Active/Active Scalable Cluster (Resonate Upgrade)

No
64 Nodes-Linear Scaling

No
64 Nodes-Linear Scaling

No
64 Nodes-Linear Scaling

No
64 Nodes-Linear Scaling

No
64 Nodes-Linear Scaling

No
64 Nodes-Linear Scaling

HA: Active/Active Scalable Cluster (External Load Balancer) Yes Yes Yes Yes
Network Ports: LAN PCle (RJ45) 4-GOE (Rear) 4-GOE (Rear) 6-GOE (Rear, front-optional) 6.GOE (Rear) 6.GOE (Rear) 8.GOE (Rear)
Network Port: Lights Out Management, IPMI (RJ45) Optional, Shared Optional, Shared Optional, Share Yes, Dedicated Yes, Dedicated Yes, Dedicated
Crypw Accelerator CPU-Off-Load No, Software Only. No, Software Only Yes, 64-bit PCFX Yes, 64-bit PCle. Yes, 64-bit PCle Yes, 64-bit PCLX
TPS/Throughpul SSL or IPSec Rating 7,000/ 1Gbps max 17,000/ 2.5Gbps(max) 17,000/ 2.5Gbps (max) 11,000/ 2.5Gbps (max)

CPU-Qty / Core Type
CPU Cores

CPU FSB /L2-Cache
Memory-RAM

Hard Disk: syuem os
Disk- Qty /
Disk error Hardware RAID
Flash

FFRS: Flash based Field Recovery System
ROM Dnve DVD / CD Built-In
LCD Interface w/6-Keypad

Power Supply Module
Power: Univeral 110120V
Ports (USB/ RS232/ VGA)

ECTE R
Dimensions (H x W x D)-inch

LCD based Appliance Configuration Manager

ONEface: Web based Appliance Manager
Web-Based Appliance Setup and Management
Automatic Software Updates (from nAppliance)

FFRS: Flash Based Field Recovery System (CL))
Recovery Bare-Metal: Rest
Recovery Bare-Metal: DVD Bootable Media Included
Backup Image: Local and Network based Options
Restore Image: To any Last Good Known State

l§
tore to Factory Default Image

(1) Intel Pentium Dual Gore
2

800Mnz / 4MB
2GBDDR2 ECC

(1) 35" Internal
80 GB, SATA2
No

U 2-Post
175x17x 14

(1) Intel Pentium Dual Gore
2

800Mnz / 4MB

4GB DDR2 ECC (earlier models wi2GB)

(2) 35" Internal
B, SATA2 (earlier model w/80GE)

‘Yes, RAID-1
Yes
No
Yes, Graphical

Single

U 2-Post
175x17x 14

LOM: Lights-Out Remote Appliance Management (It provides BIOS-Level KVM Access over Web even when Appliance is powered-off)
t

IPMI based Out of Band Management
Lights-Out-Manager: Client-Based, CLI
Lights-Out-Manager Based
Centralized Multi-Appliance Management Option
ONEface based Health Monitoring, SNMP Traps

IAG Configuration Management
Centralized Multi-IAG Management Console

Operational Management
Automatic Software Updates (from Microsoft)
MOM: Microsoft Operation Manager

Optional, IPMI over LAN
Yes

No
Yes
Yes

Optional, IPMI over LAN

(1) Itel Core2 Duo
2

00Mhz / 4MB.

4GB DDR2ECC (earlier models w/2GB)

(2) 35" Internal
500 GB, SATA? (earlier model wiB0GB)

Yes, RAID-1
Yes

No

Yes, Graphical
Single

260 Watts
2/1/1

1U 2-Post
175x17x 14

Yes
Yes

(1) Xeon Quad Core (Conroe)
4

1066Mhz / BMB
6GB DDR2ECC (earlier models w/4GB)

(2) 35" Hotswap, Front

500 GB, SATA? (earlier model wi250GB)
Yes, RAID-1

Yes

Yes

Yes, Graphical

Single

560 Watts

2/1/1

1U Rackmount 4-Post
1.75x17x25

Yes
Yes

(1) Xeon Quad Core (Conroe)
4

1066Mhz / BMB
8GB DDR2ECC (earlier models w/4GB)

(2) 3.5" Hotswap, Front

300 GB, SAS, 15K (eariier model w/73GB)
Yes, RAID-1

Yes

Yes

Yes, Graphical

Dual, Hotswap

2x450 Watts

2/1/1

1U Rackmount 4-Post
1.75x17x25

Yes, IPMIKVM over LAN

Yes
Yes
Yes

(2) Xeon Quad Core (Cloverton)
8

1066Mhz / BMB ea
12 GB DIMM ECC (earlier models wi4GB)

(2) 3.5" Hotswap, Front
300 GB, SAS, 15K (eariier model w/73GB)
Yes, RAID-1

Yes

Yes

Yes, Graphical

Dual, Hotswap

2650 Watts

2/1/1

1U Rackmount 4-Post
175X 17x25

Yes
Yes

8

Appliance System Sof
Hardened Microsoft Embedded Operating System

Microsoft Security Suite
1AG: ISA + Whale SSLVPN

Microsoft License: User / CAL Required
Commerical 3rd Party Applications Support
Standard: Express Replacement, 30 Days

Standard: Help Desk Support, 30 Days
Standard: Hardware Depot Repair - 1 Year

Upgrade:
Upgrade: Help Desk Support - Multi-Year

mIAG: Price w / 10 CAL Users Bundeled

: Hardware Express Replacement - Multi-Year

Windows Server 2003

Microsoft IAG 2007 (Ver 3.7)

Yes, 10 CALs bundeled

Yes

Optional
Optional

Windows Server 2003

Microsoft IAG 2007 (Ver 3.7)

Yes, 10 CALs bundeled

Yes

Optional
Optional

Windows Server 2003

Microsoft IAG 2007 (Ver 3.7)

Yes, 10 CALs bundeled

Yes

Windows Server 2003

Microsoft IAG 2007 (Ver 3.7)

Yes, 10 CALs bundeled

Yes

Windows Server 2003

Microsoft IAG 2007 (Ver 3.7)

Yes, 10 CALs bundeled

Yes

Windows Server 2003

Microsoft IAG 2007 (Ver 3.7) - 2 GPU Lic

Yes, 10 CALs bundeled

Yes

only, v
** (09/21/2009), UAG includes adtional
requires iz

Models nd above,
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